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Roaming Network – Interconnection Network 
Not the Internet – but equally important 



We are all connected to the Interconnection Network 



History   
§  Established more than 35 years ago between a few state 
owned  operators 

§  Build on trust (closed private network) 

§  No inbuilt security (in particular, no source authentication) 

§  SS7 protocol was constantly extended for new services and 
 features 

§  New service providers connect all the time e.g. IPX roaming 
 hubs, Application to user SMS, etc 

§  Now moving towards LTE / Diameter based protocols (4G/5G) 
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Closed & Private Network? 



•  Location Tracking 
•  Eavesdropping  
•  Fraud  
•  Denial of Service user & network 
•  Credential theft  
•  Data session hijacking  
•  Unblocking stolen phone  
•  SMS interception  
•  One time password theft and account  

    takeover for banks, Telegram, Facebook,  
    Whatsapp, g-mail (bitcoin)  

If no protection is deployed 
Existing Attacks for the ”old” SS7 



All will be better with LTE and 
Diameter…… 



All will be better different with  

LTE and Diameter…… 



•  Location Tracking (NATO CyCon Conference, 2015)  
•  Downgrading attacks (Troopers TelcoSec 2016) 
•  Denial of Service & Fraud (Blackhat, 2016) 
•  SMS and one time password interception (IEEE ICC 2017) (e.g. g-mail, MS, Twitter, 

Facebook, Amazon, etc) 
•  Subscriber Profile Modification (Network and System Security 2017) 
 
To come 
•  Data interception for GPRS & LTE (potentially December 2017) 

Diameter Attacks researched under the CyberTrust Project 



Countermeasures for operators 
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CyberTrust WP4 Impacts – Academic Locally 
ü D4.4 A report, submitted publication, or thesis on escalation paths of targeted attacks, 

detection and mitigation approaches, technical viewpoint 
ü  Academic impacts: 

ü  Two theses on DoS in mobile LTE networks / Location tracking in LTE 
ü  Workshop organization on 5G Security 
ü  Close academic – industry collaboration between F-Secure, VTT, Aalto, Abo University and 

Nokia 
ü  Blackhat / Troopers / IEEE ICC / NATO presentations (key ones) 

ü  Follow up request from operators and legislators -> Market creation with finnish leading expertise 
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CyberTrust WP4 Leaves a World Impacts 
ü Nokia impact: 

ü  Nokia Firewall product mitigation and detection enhancements 
ü  Nokia Security service enhancements (penetration testing) 
ü  Improvement of various products (hardening) 
 

ü Global and Industry impact 
ü  Finland recognized worldwide expertise on security (worldwide requests e.g. Taiwan 

regulator tomorrow) 
ü  GSMA standards (worldwide roaming security standards) 

ü  Attack scenarios, forensic analysis information, countermeasures input 
ü  Firewall configuration technical details 

ü  US FCC guideline 3/2017 given to congress, work continues in a new Working Group 
ü  US DHS guideline to be given to congress 
ü  Nordic regulators proactively work on diameter security 
ü  Worldwide security deployments and customers 
ü  SOME & News coverage 
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Contact us! 


